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Legal Notice

This document is created by ALE China Co. Ltd. (hereinafter referred to as "ALE China"). Anyone who
accesses and uses this document shall agree to comply with the following clauses. If you do not agree to
comply with these clauses, please do not use this document. ALE China reserves the right to update, correct
and modify the following clauses at any time without notice, and these updates will also be binding on you.

Trademark Notice

The Alcatel-Lucent name and logo are trademarks of Nokia used under license by ALE China.

Copyright Notice

The copyright of any content (including but not limited to data, text, graphics, images, sound or video, etc.)
provided in this document belongs to ALE China. You may not copy, reproduce, transmit, publish, repost,
adapt or display the content of this document in any way without the prior written permission of ALE China.
Any unauthorized use of this document will violate the Copyright Law of the People's Republic of China and
other laws and regulations as well as the provisions of relevant international conventions.

Disclaimer

While efforts were made to verify the completeness and accuracy of the information contained in this

documentation, thisdocument i s provided fias is0. To get more accur a
Compatibilities, Product Limits, Software Policy and Feature Lists, please refer to the accurate documents

published on the Business Partner Web Site.

In the interest of continued product development, ALE China reserves the right to make improvements to this
documentation and the products it describes at any time, without notice or obligation.

The user shall be solely liable for any loss or damage (including direct, indirect, special or consequential loss
or damage) arising from the use of the information contained herein for any reason whatsoever.

To the extent permitted by law, ALE China reserves the right of final interpretation.

This document is only authorized to be used under the purpose of performing the contract obligations under
the relevant contract signed with ALE China and shall not be used for other purposes.
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1. Introduction

The ALE M3-M5-M7-M8 DeskPhones Administrator Guide provides general guidance on setting up phone
network, provisioning and managing phones.

This guide is not intended for end users, but for administrators with experience in networking who
understand the basics of open SIP networks and VolP endpoint environments.

As an administrator, you can do the following with this guide:

1 Set up a VolP network and provisioning server
1 Provision the phone with features and settings
1 Upgrade and maintain phones

This guide is applicable to the following ALE Myriad Series devices running firmware version R130.
1 The ALE Myriad Series phones including ALE M3/M5/M7/M8

The example is shown as below:

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A IP Stack A IP Stack

ALE M3-M5-M7-M8 DeskPhones Administrator Guide 7
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2. Phone Network

The ALE Myriad Series phones operate on an Ethernet local area network (LAN) or wireless network.

2.1 IPv4 and IPv6 Network Settings

The ALE Myriad Series phones support IPv4 addressing mode and IPv6 addressing mode.

After connecting to the wired network, the phones can obtain the IPv4 or IPv6 network settings from a
Dynamic Host Configuration Protocol (DHCP) server if your network supports it. To make it easier to manage
IP settings, we recommend you use automated DHCP which can eliminate repetitive manual data entry.

You can also configure IPv4 or IPv6 network settings manually.

Note: The ALE Myriad Series phones comply with the DHCPv4 specifications documented in RFC 2131, and
DHCPvV6 specifications documented in RFC 3315.

In DHCP mode, if the phone cannot get IP address, the IP address in status menu will be displayed as

0. 0a@dOprompt fAnet wmessalge. unavail abl eo

o

2.1.1 IP Addressing Mode Configuration

The following table lists the parameter you can use to configure the IP addressing mode.

DeviceNetworklpStackMode config.xml
It configures the IP addressing mode.

Permitted IPv4
Values IPv6
Default IPv4

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A IP Stack A IP Stack
s U] Network A IP Parameters A Internet Port A IP Stack Mode
e
Note: Only the M8 phone supports IPv6 configuration in phone web.
Note: If you change this parameter, the IP phone will reboot for the change to take effect.

2.1.2 IPv4 Configuration

The following table lists the parameters you can use to configure IPv4.

DeviceNetworkDhcpMode config.xml

. It configures the Internet port type for IPv4.
Description . o .
Note:l t wor ks only if HADeviceNetwor kIl pStack

Static

Permitted

Dynamic
Values y

DynamicAlcatel

Web Ul Network A IP parameters A DHCP Mode

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A IP Config A IPv4
Settings A IPv4 Mode

DeviceNetworklpAddress config.xml

ALE M3-M5-M7-M8 DeskPhones Administrator Guide 8
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It configures the IPv4 address.
DLl M Note: 1 t wor ks only i f ADeviceNetworkIl pStack
"DeviceNetworkDhcpMode" is set to Static.

Permitted IPv4 Address
Values
Web Ul Network A IP parameters A |IP Address
Phone Ul Menu A Advanced Setting (default password: 123456) A Network A IP Config A IPv4
Settings A IP
DeviceNetworkSubnetMask config.xml

It configures the IPv4 subnet mask.
DLE{glolile g8 Note: 1 t wor ks only if fADeviceNetworKkI| pStack
"DeviceNetworkDhcpMode" is set to Static.

Permitted

Subnet Mask
Values

Default 255.255.255.255

Web Ul Network A IP parameters A Subnet Mask

Menu A Advanced Setting (default password: 123456) A Network A 1P Config A IPv4

Ph ul .
one Settings A S/net

Parameter DeviceNetworkGateway config.xml

It configures the IPv4 default gateway.
DL(glolile g Note: 1 t wor ks only if fADeviceNetworKkI| pStack
"DeviceNetworkDhcpMode " is set to Static.

Permitted IPv4 Address

Values

Default 0.0.0.0

Web Ul Network A IP parameters A Gateway

Menu A Advanced (default password: 123456) Setting A Network A 1P Config A 1Pv4

Phone Ul .
Settings A Gateway

Parameter DmEnetcfgDns1 config.xml

It configures the primary IPv4 DNS server.
DLESAloie @ Note: 1 t wor ks only i f ADeviceNetwor kIl pStack
"DeviceNetworkDhcpMode" is set to Static.

Permitted IPv4 Address

Values

Default Blank

Web Ul Network A IP parameters A DNS1

Menu A Advanced (default password: 123456) Setting A Network A IP Config A IPv4

Phone Ul
one Settings A DNS1

Parameter DmEnetcfgDns2 config.xml

>
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&
<
n
<
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)
@
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=
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>
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It configures the secondary IPv4 DNS server.
DLl M Note: 1 t wor ks only i f ADeviceNetworkIl pStack
"DeviceNetworkDhcpMode " is set to Static.

FEMIES IPv4 Address

Values

Default Blank

Web Ul Network A IP parameters A DNS2

Menu A Advanced (default password: 123456) Setting A Network A IP Config A 1Pv4
Settings A DNS2

Phone Ul

Note: If you change this parameter, the IP phone will reboot for the change to take effect.

2.1.3 IPv6 Configuration

To configure the network settings on the phone for an IPv6 network, you can set up an IP address for the
phone by using SLAAC (ICMPv6), DHCPv6 or by manually entering an IP address. Ensure that your network
environment supports IPv6. Contact your ISP for more information.

When you enable both SLAAC and DHCPvV6 on the phone, the server can specify the IP phone to obtain the
IPv6 address and other network settings either from SLAAC or from DHCPV6. If the SLAAC server is not
working, the IP phone will try to obtain the IPv6 address and other network settings via DHCPV6.

The following table lists the parameters you can use to configure IPv6.

DeviceNetworklpv6DhcpMode config.xml

. It configures the Internet port type for IPv6.
Description . o .
Note:l t wor ks only if fADeviceNetworklpStack

Permitted Static
VIS Dynamic

Phone Ul Menu A Advanced (default password: 123456) Setting A Network A IP Config A IPv6
Settings A IPv6 Mode
T Network A |IP Parameters A IPv6 A DHCP Mode
e
Note: Only the M8 phone supports the IPv6 configuration in phone web.
DeviceNetworklpv6Address config.xml
It configures the IPv6 address.
DS Note: | t wor kPewvntgNefwdrkl pStackModed i s se
"DeviceNetworklpv6DhcpMode " is set to Static.
Permi
ermitted IPv6 Address
Values

Default n

Phone Ul Menu A Advanced (default password: 123456) Setting A Network A IP Config A IPv6
Settings A IP

Network A IP Parameters A IPv6 A IP Address
Note: Only the M8 phone supports the IPv6 configuration in phone web.

DeviceNetworklpv6PrefixLen config.xml

ALE M3-M5-M7-M8 DeskPhones Administrator Guide 10
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It configures the IPv6 prefix.
DS M Note: | t wor kBPewvntgNefwdrkl pStackModed is se
"DeviceNetworklpv6DhcpMode " is set to Static.

Permitted

Integer from O to 128
Values g

Default 64

Menu A Advanced (default password: 123456) Setting A Network A IP Config A IPv6

Ph I . .
one U Settings A Prefix6

Network A [P Parameters A IPv6 A IPv6 Prefix (0~128)
Note: Only the M8 phone supports the IPv6 configuration in phone web.

Web Ul

Parameter DeviceNetworklpv6Gateway config.xml

It configures the IPv6 default gateway.
DLE{glolileg@M Note: 1 t wor ks only if fADeviceNetworkI| pStack
"DeviceNetworklpv6DhcpMode" is set to Static.

Permitted

IPv6 Address
Values

Default

Menu A Advanced (default password: 123456) Setting A Network A IP Config A IPv4

Phone Ul .
Settings A Router

Network A |IP Parameters A IPv6 A Gateway
Note: Only the M8 phone supports the IPv6 configuration in phone web.

Web UI

Parameter DeviceNetworklpv6éDns1 config.xml

It configures the primary IPv6 DNS server.
DE(oglolile g8 Note: 1 t wor ks only if fADeviceNetworkI| pStack
"DeviceNetworklpv6DhcpMode" is set to Static.

Permitted

IPv6 Address
Values

Default

Menu A Advanced (default password: 123456) Setting A Network A IP Config A IPv6

Phone Ul .
Settings A DNS1

Network A IP Parameters A IPv6 A DNS1
Note: Only the M8 phone supports the IPv6 configuration in phone web.

Web Ul

Parameter DeviceNetworklpv6Dns2 config.xml

It configures the secondary IPv6 DNS server.
DL M Note: 1 t wor ks only i f ADeviceNetwor kIl pStack
"DeviceNetworklpv6DhcpMode" is set to Static.

ullie IPv6 Address
Values
Default Blank

Menu A Advanced (default password: 123456) Setting A Network A IP Config A IPv6

Ph ul .
one Settings A DNS2
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Network A IP Parameters A IPv6 A DNS2
Note: Only the M8 phone supports the IPv6 configuration in phone web.

Web Ul

Note: If you change this parameter, the IP phone will reboot for the change to take effect.

The M8 phone supports IPv6 configuration in phone web.
ﬁl.cdaltgl-Lucent @ WEb Based Management I Ms Using default password.

= IP Parameters

= Account Intemet Port

Network IP Stack Mode: [ 1Pv6 | @

IP Parameter

IPvE

Web Server

DHCP Mode: Dynamic @
Port

IP Address @
LLDP

IPV6 Prefix(0~128): @
OpenVPN

R Gateway: .:3)

Wi-Fi : -

Static DNS: @

B Provision

Phone Keys
advanced

2.2 DHCP Options for IPv4

The IP phone can obtain IPv4-related parameters in an IPv4 network via DHCP option.

Note: For more information about DHCP options, refer to RFC 2131 or RFC 2132.
2.2.1 Supported DHCP Options for IPv4

The following table lists common DHCP options for IPv4 supported by the ALE Myriad Series phones.

Provision URL Option 66

Provision URL Option 67

Provision URL Option 43 A Option 66
Provision URL Option 43 A Option 67
DNS server Option 6

Hostname Option 12

Domain name Option 15

SNTP Server Option 42

802.1Q VLAN ID. Option 132

802.1p LAYER 2 Priority Option 133

ALE M3-M5-M7-M8 DeskPhones Administrator Guide 12
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Timezone

Option 100

2.2.2 DHCP Option 66/Option 67/0Option 43 with Sub-Option 66/67

The usage scenarios for DHCP options 66 and 67 are listed below for reference:

Option 66

Option 67

Option 43

Option 66

Option 67

http(s)://172.24.1

90.159

http(s)://172.24.1

90.159

/provisioning

http(s)://172.24.1

http(s)://172.24.1

90.159

90.160

172.24.190.159

172.24.190.160

172.24.190.159

http(s)://172.24.1
90.160

/provisioning
Or
172.24.190.160

http://172.24.190.

160

no data

http(s)://172.24.190.159/

http(s)://172.24.190.159/

http(s)://172.24.190.159/

https://172.24.190.159/

http(s)://172.24.190.160

https://provisioning
Or
https://172.24.190.160

http://172.24.190.160

any data

http://172.24.190.

161

http://172.24.190.161

http://172.24.190.

161

[/provisioning

http://172.24.190.161/pr
ovisioning

http://172.24.190.

http://172.24.190

161

.162

http://172.24.190.161

172.24.190.161

172.24.190.162

https://172.24.190.161

172.24.190.161

http://172.24.190

.162

http://172.24.190.162

[/provisioning

https://provisioning

http://172.24.190

.162

http://172.24.190.162

Note: If the user configures a relative path with only IP address or domain name for DHCP option 66/67, the

default https protocol will be added to the provisioning URL.

2.2.3 DHCP Option 42

The ALE Myriad Series phones support using the NTP server address provided by DHCP.

DHCP option 42 is used to specify a list of NTP servers available to the client by IP address.

The following table lists the parameters you can use to configure DHCP option 42 for NTP server address.

ALE M3-M5-M7-M8 DeskPhones Administrator Guide
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http://11.11.11.11/
http://11.11.11.11/
http://11.11.11.11/
http://11.11.11.11/config.xml
http://11.11.11.11/config.xml
http://11.11.11.11/
http://11.11.11.11/
http://22.22.22.22/
http://22.22.22.22/
http://11.11.11.11/
http://11.11.11.11/
https://172.24.190.159/
http://11.11.11.11/
http://22.22.22.22/
http://22.22.22.22/
http://22.22.22.22/
https://provisioning/
http://22.22.22.22/
http://22.22.22.22/
http://22.22.22.22/
http://33.33.33.33/
http://33.33.33.33/
http://33.33.33.33/
http://33.33.33.33/
http://33.33.33.33/
http://33.33.33.33/config.xml
http://33.33.33.33/config.xml
http://33.33.33.33/
http://33.33.33.33/
http://44.44.44.44/
http://44.44.44.44/
http://33.33.33.33/
http://11.11.11.11/
https://172.24.190.161/
http://44.44.44.44/
http://44.44.44.44/
http://44.44.44.44/
http://44.44.44.44/
http://44.44.44.44/
http://44.44.44.44/
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Parameter SettingSntpServer config.xml
DL It configures the primary NTP server.
P itt

ermitted IPv4 Address
Values
Default 0.pool.ntp.org
Web Ul Setting A Time & Date A SNTP Address
Parameter SettingSntpServer2 config.xml

Description It configures the secondary NTP server.

Permitted IPv4 Address

Values

Default time.nist.gov

Web Ul Setting A Time & Date A SNTP Secondary Address
2.2.4 DHCP Option 12

You can specify a hostname for the phone when using DHCP. The DHCP client uses option 12 to send a
predefined hostname to the DHCP registration server. The name may or may not be qualified with the local
domain name (based on RFC 2132). See RFC 1035 for character phone restrictions.

2.2.5 DHCP Option 132
The ALE Myriad Series phones support configuring DHCP option 132 to define 802.1Q VLAN ID.

2.2.6 DHCP Option 133

The ALE Myriad Series phones support configuring DHCP option 133 to define 802.1p LAYER 2 priority for
SIP/RTP.

2.2.7 DHCP Option 100
The IP phones support configuring DHCP option 100 to define time zone.
The format of the POSIX specifier is <name><offset><dst name><dst offset><dstrule>

1 <name> is the name of the timezone when not in daylight savings (e.g., GMT, PST, NZST)

1 <offset> is the offset added to the local time to get UTC, specified as [+|-]hh[:mm[:ss]] (eg 0, 8, -12)

I <dst name> is the name of the timezone when in daylight savings (eg BST, PDT, NZDT)

1  <dst offset> is the offset added to the local time to get UTC during daylight savings, similarly
specified as [+|-]hh[:mm[:ss]]

Examples:

1 London: GMTOBST1,M3.5.0/1:00:00,M10.5.0/2:00:00
1 Los Angeles: PST8PDT,M3.2.0/2:00:00,M11.1.0/2:00:00
T New Zealand: NZST-12NZDT,M9.5.0/2:00:00,M4.1.0/3:00:00

2.2.8 VCI Definition

You can define the VCI by the parameter below in the configuration file:

Parameter DeviceNetworkVciValue config.xml

DA It configures the phone VCI information.
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Permitted
Value

TEXT

Default aledevice

2.3 DHCP Options for IPv6

The IP phone can obtain IPv6-related parameters in an IPv6 network via DHCP option.

Provision URL Option 59 One provisioning URL address or FQDN
Provision URL Option 17 Full path provisioning URL

DNS server Option 23

Hostname Option 39

Domain name Option 24

SNTP server Option 31

2.3.1 DHCP Option 17 and Option 59

During the startup, the phone will automatically detect Option 17 or Option 59 for obtaining the provisioning
server address. The priority of obtaining the provisioning server address is as follows: option 17A option 59.

2.4 VLAN

The purpose of VLAN configurations on the IP phone is to insert a tag with VLAN information to the packets
generated by the IP phone. When VLAN is properly configured for the ports (Internet port and PC port) on
the IP phone, the IP phone will tag all packets from these ports with the VLAN ID. The switch receives and
forwards the tagged packets to the corresponding VLAN according to the VLAN ID in the tag as described in
IEEE Std 802.3.

VLAN on IP phones allows simultaneous access to a regular PC. This feature allows a PC to be daisy
chained to an IP phone and the connection for both PC and IP phone to be trunked through the same
physical Ethernet cable.

In addition to manual configuration, the IP phone also supports automatic discovery of VLAN via LLDP or
DHCP. The assignment takes effect in this order: assignment via LLDP, assignment via DHCP, and then
manual configuration.

2.4.1 LLDP Configuration

LLDP (Linker Layer Discovery Protocol) is a vendor-neutral link layer protocol, which allows IP phones to
receive and/or transmit device-related information from/to directly connected devices on the network that are
also using the protocol, and store the information about other devices.

When LLDP feature is enabled on IP phones, the IP phones periodically advertise their own information to
the directly connected LLDP-enabled switch. The IP phones can also receive LLDP packets from the
connected switch. When the application type is fvoiceq the IP phones decide whether to update the VLAN
configurations obtained from the LLDP packets. When the VLAN configurations on the IP phones are
different from the ones sent by the switch, the IP phones perform an update and reboot. This allows the IP
phones to plug into any switch, obtain their VLAN IDs, and then start communications with the call control.

The following table lists the parameters you can use to configure LLDP.

DeviceNetworkLIdpVlanEnable config.xml
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It enables or disables the LLDP (Linker Layer Discovery Protocol) feature on the IP
phone.

Description

Permitted true - enable
Values false - disable

Default true

Web Ul Network A LLDP A VLAN Acquirement

Menu A Advanced Setting (default password: 123456) A Network A LLDP A VLAN

Phone Ul .
Acquirement

2.4.2 Manual VLAN Configuration

VLAN is disabled on IP phones by default. You can configure VLAN for the Internet port and PC port
manually. Before configuring VLAN on the IP phone, you need to obtain the VLAN ID from your network
administrator.

The following table lists the parameters you can use to configure VLAN manually.

Parameter DeviceNetworkLanVlanEnable config.xml

Description It enables or disables the VLAN for the Internet port.

Permitted true - enable
Values false - disable

Default false

Web Ul Network A IP Parameters A LAN VLAN

Menu A Advanced Setting (default password: 123456) A Network A IP Config A Vlan

Ph ! .
one Y A Vlan Config A Use VLAN

Parameter DeviceNetworkLanVlanNumber config.xml

It configures the VLAN ID for the Internet port.

Description . .
P Note:1't wor ks only if fADeviceNetworkLanVI an

Permitted

Integer from O to 4095
Values 9

Default 4095

Web Ul Network A IP Parameters A LAN VLAN Number

Menu A Advanced Setting (default password: 123456) A Network A IP Config A Vlan

Ph I
one U A Vlan Config A ID

Parameter DeviceNetworkPcVlanEnable config.xml

DL glolile s |t enables or disables the VLAN for the PC port.

Permitted true - enable

Values false - disable

Default false

Web Ul Network A IP Parameters A PC VLAN

Menu A Advanced Setting (default password: 123456) A Network A IP Config A Vlan

Phone Ul .
A Data Vlan Config A Use VLAN
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Parameter DeviceNetworkPcVlanNumber config.xml

It configures the VLAN ID for the PC port.
Note:l t wor ks only if fADeviceNetworkPcVI aneE

Description

Permitted

Integer from 0 to 4094
Values ¢

Default 0

Web Ul Network A IP Parameters A PC VLAN Number

Menu A Advanced Setting (default password: 123456) A Network A IP Config A Vlan

Phone Ul .
A Data Vlan Config A ID

2.4.3 DHCP VLAN

The ALE Myriad Series phones support VLAN discovery via DHCP. The predefined Option 43A Option 58 is
used to supply the VLAN ID by default. And Option 58 has higher priority than Option 132.

2.5 Wi-Fi

Wi-Fi feature enables you to connect the phones to
network is more convenient and cost-effective than the wired network. Wi-Fi feature is applicable to the ALE
Myriad Series phones.

When the Wi-Fi feature is enabled, the IP phone will automatically scan the available wireless networks. All
the available wireless networks will display in scanning list on the phone screen.

You can store up to 5 frequently used wireless networks on your phone.

You can configure for the ALE Myriad Series phones: Basic Setting A Wi-Fi A Wi-Fi Manager (phone user
interface).

Note: To use Wi-Fi feature on the ALE Myriad Series phones M3/M5/M7, make sure the Wi-Fi USB dongle is
properly connected to the USB port on the phone. The Wi-Fi USB dongle should be purchased separately.

For M8, Wi-Fi is built-in. Wi-Fi USB dongle which is connected to the phone USB port is not supported for
8.

<

The M3/M5/M7/M8 phones support storing up to 5 frequently used wireless networks on your phone and

specifying the priority for them. You can configure

t

he

t h

downoé button as indicated in the following screenshots

"z Y N

Wi-Fi Manager Wi-Fi Manager
lungmal0

lungma1l0

T e O S 0 I e

The phones also provide the Wi-Fi status showing the information of currently connected Wi-Fi.
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The following table lists the parameters you can use to configure Wi-Fi.
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lungma10
WPA[2] PSK

1(2412 KHz(T3))

DeviceWifiFunctionEnable

config.xml

It enables or disables the Wi-Fi feature.

Permitted false - disabled
Values true i enable

Default true

DeviceWifiEnable

config.xml

It activates or deactivates the Wi-Fi mode.

Permitted false - disabled
Values true - enable

true
Default )
Note: For the M8 phone, the default value is false.

Phone Ul Basic Setting A Wi-Fi A Enable WiFi

Web Ul Network A Wi-Fi

DeviceNetworkRedundancyMode

config.xml

It configures preferentially network type.

0 - Wi-Fi only

Permitted I :
1 - Wi-Fi preferentially

Values
2 - Wired preferentially

1
Default )
Note: For the M8 phone, the default value is 2.

DeviceWifi[1-5]Ssid

config.xml

It configures the AP SSIDs.

Permitted Strinas
Values g

Phone Ul Basic Setting A Wi-Fi A Wi-Fi Manager
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Web Ul Network A Wi-Fi
DeviceWifi[1-5]AuthMode config.xml
It configures the authentication method of AP.

| 0 - NONE
Permitted 1 - WPA/WPA2 PSK
Values

2 - WEP

o
Basic Setting A Wi-Fi A Wi-Fi Manager

Network A Wi-Fi

DeviceWifi[1-5]Password config.xml

| f i WPA/ WPA2 PSKO is chosen, this wil.l be
LSl | f AWEPO i s ¢ hos eThisshduld bess ASQIl fot WERPG&4 and 43ASBCII for
WEP128.

Permitted
password
Basic Setting A Wi-Fi A Wi-Fi Manager
Network A Wi-Fi
DeviceWifi[1-5]Priority config.xml

It configures the priority for the wireless network for the IP phone.

Description ) ) o ] o
5 is the highest priority, and 1 is the lowest priority.

Permitted
Values

I

Phone Ul Basic Setting A Wi-Fi A Wi-Fi Manager

Web Ul Network A Wi-Fi

The M8 phone supports configuring the Wi-Fi feature on phone WBM (Network A Wi-Fi).
Image preview
Wi-Fi
Wi
wiFiEnae [ |@

SSID Security Mode Operation

No Data
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Add New Wi-Fi

Security Mode WPA/WPA2 PSK

Password

m Cancel
Image preview - o X
Wi-Fi
Wi-Fi
Wi-Fi Enable & o
SSID Security Mode Operation
ALE WPAWPAZ PSK Edit Delete

2.6 Network Address Translation (NAT)

Network Address Translation (NAT) is a function that allows multiple devices to share the same public
routable IP address to establish connections over the Internet. NAT is present in many broadband access
devices to translate public and private IP address.

The ALE Myriad Series phones can work with Rport type of NAT.
2.6.1 Rport Configuration

The ALE Myriad Series phones support Rport described in RFC 3581. It allows a client to request that the
server sends the response back to the source port from which the request came.

Rport feature needs support from SIP server.

The following table lists the parameter you can use to configure Rport.

AccountXRportEnable config.xml
- It enables or disables the NAT Rport feature.
Description )
Note: X means account ID and it can be number 1~8 for M3/M5/M7, 1-20 for M8.
Permitted false - disable

Values true - enable

Web Ul Account A Advanced A Rport

2.7 Internet Port and PC Port

The ALE Myriad Series phones support two Ethernet ports: Internet port and PC port. You can enable or
disable the PC port on the IP phones.
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2.7.1 Supported Transmission Methods
Three methods of configuration transmission for IP phone Internet port and PC port:

1 Auto-negotiate
1 Half-duplex
1 Full-duplex

Auto-negotiate is configured for both Internet port and PC port on the IP phone by default.
2.7.2 Internet Port and PC Port Configuration

The following table lists the parameters you can use to configure Internet port and PC port.

DeviceNetworkLanAutoEnable config.xml
It configures the transmission method for Internet port.

Permitted false - disable
Values true - enable

Default true

Web Ul Network A Port A LAN Auto

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A Ethernet A LAN A
Auto

DeviceNetworkLanSpeed config.xml

- It configures the transmission method for Internet port.
Description . 5 .
Note:l t wor ks only if fADeviceNetworkLanAuto

Permitted 10
Values 100

Web Ul Network A Port A LAN Speed

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A Ethernet A LAN A
LAN speed

DeviceNetworkLanDuplexType config.xml

__ It configures the transmission method for Internet port.
Description ) ) 5 o
Note:l t wor kBPewvntgNeftwdrkLanAut oEnabl edo is

Permitted Half
Values full

Web Ul Network A Port A Lan Duplex

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A Ethernet A LAN A
LAN duplex

DeviceNetworkPcAutoEnable config.xml
It configures the transmission method for PC port.

Permitted false - disable
Values true - enable
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Web Ul Network A Port A PC Auto

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A Ethernet A PC A
Auto

DeviceNetworkPcSpeed config.xml

It configures the transmission method for PC port.

Description

Note:l t wor kPewentgNefwdrkPcAutoEnableodo is s
Permitted 10
Values 100

-
Web Ul Network A Port A PC Speed

Menu A Advanced Setting (default password: 123456) A Network A Ethernet A PC A
PC speed

DeviceNetworkPcDuplexType config.xml

- It configures the transmission method for PC port.
Description . B .
Note:l t wor ks only if fADeviceNetworkPcAutoE

Permitted Half
Values Eull

-
Web Ul Network A Port A PC Duplex

Menu A Advanced Setting (default password: 123456) A Network A Ethernet A PC A
Phone Ul PC duplex

2.8 OpenVPN

The ALE Myriad Series phones use OpenVPN to achieve VPN feature. After you configure VPN feature on
the IP phone, the IP phone will act as a VPN client and use the certificates to authenticate with the VPN
server.

2.8.1 OpenVPN Related Files

The OpenVPN-related files include certificates (ca.crt and client.crt), key (client.key) and the configuration file
(vpn.cnf) of the OpenVPN client.

The following table lists the unified directories of the OpenVPN certificates and key in the configuration file
(vpn.cnf) for the ALE Myriad Series phones:

OpenVPN Files Unified Directories

ca.crt CA certificate /config/cert/openvpn/ ca.crt
client.crt Client certificate /config/cert/openvpn/client.crt
client.key Private key of the client /config/cert/openvpn/client.key

2.8.2 OpenVPN Configuration

You can configure the OpenVPN feature via the Web Ul path: Network A OpenVPN for the ALE Myriad
Series phones.
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Web Based Management I M5 Using default password.
OpenVPN
“r Account
OpenVPN
Network
Enable:
IP Parameter
Server Address 0.0.0.0
Web Server
Server Port: 1194
Port
Transport Protocol: TDP
LLDP
Openten
Wi-Fi Upload Customer Certificate
B Provision CA Certificate: Select
Auto Provision VPN Certificate Select
TROE9 VPN Key Certificate: Select
Phone Keys
The M8 phone supports uploading the OpenVPN configuration file in phone web.
_AlcateI-Lucent 0 web Based Management I Ms Using default password.
tnterperse
= User Name: (?)
Password: ~  Essss= @

OpenvPN

Wi-Fi

Upload Customer Certificate
B Provision

CA Certificate:
Auto Provision

TRO69
VPN Certificate:

Phone Keys

VPN Key Certificate:

¥ Settings

Time&Date

PN Configuation File:

Call Display

2.9 Quality of Service (QoS)

VolIP is extremely bandwidth- and delay-sensitive. QoS is a major issue in VolP implementations regarding
how to guarantee that packet traffic is not delayed or dropped due to interference from other lower priority
traffic. VoIP can guarantee high-quality QoS only if the voice and the SIP packets are given priority over
other kinds of network traffic. IP phones support the 802.1P/DiffServ model of QoS.

Voice QoS
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SIP QoS

SIP protocol is used for creating, modifying, and terminating two-party or multi-party sessions. To ensure
good voice quality, SIP packets emanated from IP phones should be configured with a high transmission
priority.

DSCPs for voice and SIP packets can be specified respectively.

2.9.1 Voice and SIP QoS Configuration
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Parameter Setting8021pPriority config.xml

DI{oglolilelgM |t configures audio 802.1p priority.

e

Default 5

Web Ul Setting A Audio A 802.1P Priority

Parameter SettingAudiodiffserv config.xml

DL It configures audio TOS/Diffserv.

Permitted

Values [0-63]

Default 46

Parameter Setting8021pUserPriority config.xml

Description It configures 802.1P User Priority for SIP messages.

Permitted
0-7
Values [0-7]
Default 5
Parameter SIPDscp config.xml

Description It configures TOS/Diffserv for SIP messages.

Permitted

Values [0-63]

Default 40
2.10 802.1x Authentication

The ALE Myriad Series phones support the following protocols for 802.1X authentication:

1 EAP-MD5
1 EAP-TLS (requires Device and CA certificates, requires no password)

You can configure the 802.1x feature via Phone Ul path:

Menu A Advanced Setting (default password: 123456) A Network A 802.1x
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802.1x Login

MDS5 profile ALCICT

TLS Profile

I S R
7 o 7 \
802.1x MD5 TLS Profile

_’ Disabled "@-‘) Enabled <>

Password: Server Auth Disabled <>

TLS 1.0 Disabled <2

TLS 1.2 Enabled <>

2.11 TR-069 Device Management

TR-069 is a technical specification defined by the Broadband Forum, which defines a mechanism that
encompasses secure auto-configuration of a CPE (Customer-Premises Equipment), and incorporates other
CPE management functions into a common framework. TR-069 uses common transport mechanisms (HTTP
and HTTPS) for communication between CPE and ACS (Auto Configuration Servers). The HTTP(S)
messages contain XML-RPC methods defined in the standard for configuration and management of the
CPE.

2.11.1 RPC Methods

The following table provides a description of RPC methods supported by IP phones.

GetRPCMethods Used for discovering supported methods by CPE.
PhoneParameterValues Used for modifying the value of one or more CPE parameters.
GetParameterValues Used for obtaining the value of one or more CPE parameters.
etParameterNames Used for discovering the parameters accessible on a specific CPE.

Used for reading the attributes associated with one or more CPE
parameters.

GetParameterAttributes

PhoneParameterAttributes | Used for modifying attributes associated with one or more CPE parameters.

Reboot Used for rebooting CPE.

Used for downloading a file from the server.

Supported file types:

Download
1 Firmware Image
1  Configuration File
Used for uploading a file to the server.
Upload

Supported file types:
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1  Configuration File

1 Log File
Schedulelnform Used for requesting the CPE to schedule information.
FactoryReset Used for resetting to factory.

This method informs the ACS of the completion (either successful or

TransferComplete unsuccessful) of a file transfer initiated by an earlier Download or Upload
method call.

AddObject Use for adding a new instance of an object defined on the CPE.

DeleteObject Use for removing a specific instance of an object.

2.11.2 TR069 Configuration

The following table lists the parameters you can use to configure TR069.

DeviceTrO69Enable config.xml
It enables or disables the TR069 feature.
Permitted false - disable
VIS true - enable
Provision A TR069 A Enable TR069
DeviceTr069ThirdPartyAcsUrl config.xml
It configures third party ACS server URL.
URL within 511 characters
Provision A TR069 A ACS URL
DeviceTrO69AcsUsername config.xml
It configures ACS account username.
String within 128 characters
easycwmp
Provision A TR069 A ACS Username
DeviceTrO69AcsPwd config.xml
It configures ACS account password.
String within 64 characters
easycwmp
Provision A TR069 A ACS Password
DeviceTrO69AcsPeriodicEnable config.xml
It enables ACS Periodic informing.
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Permitted true - enable
Values false - disable

Provision A TR069 A ACS Periodic Enable
DeviceTrO69AcsPeriodicInterval config.xml
It configures ACS Periodic Interval inform timer.

Integer

Values
Provision A TR069 A ACS Periodic Interval
DeviceTrO69AcsConnectionUsername config.xml
It configures client account username.

Permitted . .
String within 128 characters
Values

easycwmp

Provision A TR069 A ACS Connection Username
DeviceTrO69AcsConnectionPwd config.xml
It configures client account password.

Permitted . -
String within 64 characters
Values

Web Ul Provision A TR069 A ACS Connection Password
DeviceTr069StunEnable config.xml

DL glolile s |t enables https STUN function.

Permitted true - enable
Values false - disable

Provision A STUN A STUN Enable
DeviceTr069StunServerAddress config.xml
It configures STUN server address.

Permitted .
IP address or domain name
Values

stun.l.google.com
Web Ul Provision A STUN A STUN Server Address
DeviceTr069StunServerPort config.xml

DSl It configures STUN server port.

ALE M3-M5-M7-M8 DeskPhones Administrator Guide 27



Alcatel-Lucent @

Enterprise

Permitted
Values

Integer from 1024 to 65535

Default 19302

Web Ul Provision A STUN A STUN Server Port
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3. Phone Provisioning

This chapter provides basic instructions for setting up your IP phones with a provisioning server.

The M3/M5/M7/M8 phones support the download of configuration files and binary files using TFTP, HTTP
and HTTPS protocols.

3.1 Web User Interface

You can configure IP phones via web user interface, a web-based interface that is especially useful for
remote configuration.

Because features and configurations vary by phone models and firmware versions, options available on
each page of the web user interface can vary as well. Note that the features configured via web user
interface are limited. Therefore, you can use the web user interface in conjunction with a central provisioning
method and phone user interface.

When configuring IP phones via web user interface, you are required to enter a user name and password for
access.

The default username/password is admin/123456.
3.1.1 Accessing the Web User Interface
Procedures:

1 Step 1: Find the ALE Myriad Series phoned # address. Press the OK key when the phone is idle.
I Step 2: Enter the IP address in the address bar of a web browser on your PC.
For example, for IPv4: https://192.168.0.10; for IPv6: https://[[2005:1:1:1:215:65ff.fe64:6e0a]
1 Step 3: Enter the user name and password.
1 Step 4: Click Login.

3.1.2 Navigating the Web User Interface

When you log into the web user interface successfully, the phone status is displayed on the first page of the
web user interface. You can click the navigation bar to customize or click Log Out to log out of the web user
interface.

The following shows an example of navigating to Setting A General:
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Acuetikent @ Web Based Management | M5

= General
W Account
General
[ SIP Features
Key AS Ser
Network
Auto D@l Out Timer
¥ Provision .
‘ tutter Tone Enat Q
i Phone Keys Déaling Tone Enabled Q
} Setting Call Number Filter
= an W , @)

Time&Date

Call Display

3.1.3 Web Server Type Configuration

The ALE Myriad Series phones support both HTTP and HTTPS protocols when accessing the web user
interface. You can configure the web server type. Web server type determines the protocol used for
accessing the web user interface. If you disable access to web user interface using the HTTP/HTTPS
protocol, both you and the user cannot access the web user interface.

The following table lists the parameters you can use to configure web server type.

Parameter DeviceNetworkHttpEnable config.xml

PESAIII M It enables or disables the http protocol to access the web interface.

Permitted false - disable
Values true - enable

Default true

Web Ul Network A Web Server

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A Web Server

Parameter DeviceNetworkHttpPort config.xml

DA It configures the http port to access the web interface.

Permitted

1~65535
Values

Default 80

Web Ul Network A Web Server

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A Web Server

Parameter DeviceNetworkHttpsEnable config.xml

DA It enables or disables the https protocol to access the web interface.
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Permitted false - disable

Values true - enable

Network A Web Server

Menu A Advanced Setting (default password: 123456) A Network A Web Server
DeviceNetworkHttpsPort config.xml
It configures the http port to access the web interface.

Values
Web Ul Network A Web Server

Phone Ul Menu A Advanced Setting (default password: 123456) A Network A Web Server

DeviceNetworkHttpsDefaultEnable config.xml

. It enables or disables access to the web user interface of the IP phone using the HTTPS
Description
protocol by default.

Permitted false - disable
NEWIES true - enable

Default true

3.2 Phone User Interface

Phone user interface makes configurations available to users and administrators; but the
Advanced/Advanced Settings option is only available to administrators and requires an administrator
password (default: 123456).

3.3 Configuration Files

The ALE Myriad Series phones support three configuration template files: Common config file, MAC-
Oriented config file and Device config file.

3.3.1 Common Config File

Common CFG file, named config.xml, contains parameters that affect the basic features of the IP phone,
such as SettingLanguage and volume. It will be effective for all IP phones. The common Config file has a
fixed name for each phone model.

3.3.2 MAC-Oriented Config File

MAC-Oriented CFG file is named after the MAC address of the IP phone. For example, if the MAC address
of an IP phone is 3C28A6200088, the name of MAC-Oriented CFG file is config. 3C28A6200088.xml.

It contains parameters unique to a specific phone, such as account registration. It will only be effective for a
MAC-specific IP phone.

3.3.3 Device Config File

Device Config file is named after the device model of the IP phone. For example, if the device model of an IP
phone is M7, the name of Device CFG file is config.M7.xml.

It contains common parameters that affect the same model IP phones. The Device CFG file has a fixed
name for each phone model.
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3.4 EDS (Easy Deployment Server)

EDS (Easy Deployment Server) is a server which provides the information for ALE SIP devices to connect to
the provisioning server. It is a redirect provisioning server and has a web-based interface for the user to
manage such information. Please find the EDS user manual by accessing htips://aledevice.com for more
information.

3.5 Provisioning Methods
The ALE Myriad Series phones provide two ways to provision your phones:

1 Manual Provisioning: provisioning via the local phone user interface or web user interface.
1 Central Provisioning: provisioning through configuration files stored in a central provisioning server.

Key factor for choosing which method is used depends on how many phones need to be deployed and what
features and settings need to be configured. Manual provisioning on the web or phone user interface does
not contain all the phone settings available for the centralized method. You can use the web user interface
method in conjunction with a central provisioning method and phone user interface method. We recommend
using centralized provisioning as your primary provisioning method when provisioning multiple phones.

3.6 Auto Provisioning Process

3.6.1 Auto Provisioning Process

The auto provisioning process will be executed after finishing the initialization. After the phone boots up, it will
request configuration files through the acquired URL in sequence. The sequence of auto provisioning
executionis DHCP A PNP A Local A EDS A RDDS. At any of the five steps, once the phone can download
the configuration files successfully, the phone will exit auto provisioning process.

Note: If the phone downloads a configuration file in wrong format during the auto provisioning process, parsing
fails, and the phone will continue auto provisioning process.
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| Trigger auto provisioning |

Request to download configuration files
from the provisioning server

config.xml exists?

Y

|

Cownload the config.xml file and update
configurations to the phone

-"'"":.:.anig.Smudean;i"'-.._....._:

Y

+

Cownload the config. Smodel.xml file and
update configurations to the phaone

~ config.Smacxml
exists?

Y

4

M Crownload the config.Smac.xml file and
update canfigurations to the phane

N

Continue to auto provisioning
(reboot the phone to make some
configurations effrctive if required)

End auto provisioning

Flow Chart
3.6.2 Relative Path of Configuration File

The following table lists the parameters which you can use for configuring the customized configuration file.
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FEIEINGICEI@N DeviceProvisionFileFirst config.xml
DSl M It configures the first requested configuration file.
Permitted ) o

String within 511 characters
Values
Default config.xml
FEIEINGICEI@ DeviceProvisionFileSecond config. xml
DI{oglolilelgM It configures the second requested configuration file.
Permitted ) o

String within 511 characters
Values
Default config.$model.xml
Parameter DeviceProvisionFileThird config.xml
DS glelile]g® It configures the third requested configuration file.
Permitted

String within 511 characters
Values
Default config.$mac.xml

When the phone is performing the auto provisioning process via a relative URL, the phone will request the
following three default configuration files in turn.

1 config.xml
1 config.$model.xml
1 config.$mac.xml

If you want to customize the configuration file, you can create some new files by making a copy and
renaming the configuration template file, then save the configuration file and place it on the provisioning
server. The IP phone will request the customized file.

For example, set the DeviceProvisionFileFirst to 1.xml, set the DeviceProvisionFileSecond to 2.xml, and
set the DeviceProvisionFileThird to 3.xml, the phone will request the following three configuration files in
turn.

T 1.xml
T 2xml
T 3.xml

Note: The ALE Myriad Series phones only support the xml format config file.
3.6.3 Timeout Mechanisms

In the process of auto provisioning, there are two kinds of timeout mechanisms for some abnormal
scenarios. It provides a clearer definition of some behaviors of the phone when there are network issues and
can also improve the efficiency of the auto provisioning process.

The following table lists the parameters you can use to configure the settings of timeout in auto provisioning
process.

FEIEIEICEIMN DeviceNetworkConnectExpiredTime config.xml
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It configures the timeout interval (in seconds) to transfer a file for HTTP/HTTPS connection.
Description Note: When the HTTP/HTTPS connection cannot be successfully established within the
configured time, the phone will exit the current auto provisioning process and perform the

next one.

Permitted
Integer from 1 to 20
Values

Default 10

DeviceProvisionAttemptExpiredTime config.xml

It configures the timeout interval (in seconds) to transfer a file via auto provisioning.
PLESTALIsliIl Note: When the phone cannot complete the downloading of configuration file within the
configured time, it will exist the current auto provisioning process and execute the next one.

Permitted

Integer from 1 to 300
Values

Default 20

3.6.4 Multistage Request Mechanism

To deal with the issue (e.g. the phone may loop indefinitely to perform the auto provisioning process) caused
by the parameter DeviceProvisionServerUrl in the configuration file, a new parameter
DeviceProvisionimmediateUpdateTimes has been added.

When the parameter DeviceProvisionlmmediateUpdateTimes is set to default value :0, the phone, after
getting the configuration file, will not execute the auto provisioning process for the acquired URL, but will
save the new URL to replace the old one.

When the parameter DeviceProvisionimmediateUpdateTimes is not default value 0 but value 2, after
getting the configuration file which includes auto provisioning urll (filel), the phone will request the auto
provisioning urll to download filel which includes auto provisioning url2 (file2). After the phone requests the
auto provisioning url2 to download the file2 which includes auto provisioning url3 (file3) successfully, the
phone will finally request the auto provisioning url3 to download the file3 which includes auto provisioning
url4 (file4). At this time, the auto provisioning request reached 3 (n+1) times, so the phone will exit the auto
provisioning process and save the auto provisioning url4 to replace auto provisioning url3.

During the whole multistage request process, if the new acquired URL is the same as one of the records in
the list, for example, URL 2 is same as URL1, the device will exit the auto provisioning process directly after
getting the file2.

The following table lists the parameter you can use to configure the settings for multistage request
mechanism.

Parameter DeviceProvisionlmmediateUpdateTimes config.xml

It configures the times of auto provisioning the phone executes if the phone gets the new
auto provisioning URL.

Description

Permitted

Integer from O to 20
Values

20 -

ALE M3-M5-M7-M8 DeskPhones Administrator Guide 35




Alcatel-Lucent @

Enterprise

3.6.5 Restoring Default Value

The Myriad phones support restoring the parameters to default values via auto provisioning. When you want
to restore several parameters to default values, you do not need to factory reset the phone. Instead, you just
need to modify the parameters in the configuration file as following format:

Original:

<setting id="FeatureDndEnable" value="true" />
Change:

<setting id="FeatureDndEnable" define="default" />

After the phone downloads the configuration file, the parameter of FeatureDndEnable will be changed to
default value.

3.7 Keeping Useros Personalized Setting

Generally, the system administrators deploy phones in batches and timely maintain company phones via
auto provisioning, however, there are some users would like to keep personalized settings after auto
provisioning.

The following table lists the parameters you can configure to keep user's personalized settings.

DeviceProvisionUserConfigProtectEnable config.xml

It enabl es or disables the | P phone to ke
provisioning.

DLESTAL[SIICIIMN |If enabled, the <MAC>-local.xm file will be generated automatically and personalized
settings configured via the web or phone user interface will be kept after auto
provisioning.

Permitted false - disable
Values true - enable

Default false
DeviceProvisionUserConfigSyncEnable config.xml

It enables or disables the IP phone to upload the <MAC>-local.xml file to the server each
Description

time the file is updated, and to download the <MAC>-local.xml file from the server during
auto provisioning.
Permitted false - disable
Values true - enable
DeviceProvisionUserConfigSyncPath config.xml

Descrintion It configures the URL for uploading/downloading the <MAC>-local.xml file.
P Note:l't works only if fADeviceProvisionUser (

—"
ermitted URL within 511 characters
Values

ALE M3-M5-M7-M8 DeskPhones Administrator Guide 36

Note:l't wor ks only i f HADeviceProvisionUser C
The upload/download path is configured by the parameter
fiDeviceProvisionUser ConfigSyncPatho.




Alcatel-Lucent @

Enterprise

Parameter DeviceProvisionUserConfigUploadMethod config.xml

- It configures the way the IP phone uploads the <MAC>-local.xml file to the server (for

Sesoriot
B L TTP/HTTPS server only).

Permitted 0-PUT
Values 1-POST

I

3.8 Supported Provisioning Server Discovery Methods

After the phone has established network connection, a provisioning server address should be obtained for
configuration settings.

The IP phone supports the following methods to discover the provisioning server address:

PnP: PnP feature allows IP phones to discover the provisioning server address by broadcasting the PnP
SUBSCRIBE message during startup.

DHCP: DHCP option can be used to provide the address or URL of the provisioning server to IP phones.
When the IP phone requests an IP address using the DHCP protocol, the response may contain option 66
(for IPv4)/option 59 (for IPv6) or the custom option (if configured) that contains the provisioning server
address.

Static: You can manually configure the server address via phone user interface or web user interface.
3.8.1 PnP Provisioning Configuration

The following table lists the parameter you can use to configure PnP provisioning.

Parameter DeviceProvisionPnPEnable config.xml

DA It enables or disable PNP function.

Permitted false - disable

Values true - enable

Default true

Web Ul Provision A Auto Provision

3.8.2 DHCP Provisioning Configuration

You can choose IPv4 or IPv6 custom DHCP option according to your network environment. The IPv4 or IPv6
custom DHCP option must be in accordance with the one defined in the DHCP server.

The following table lists the parameters you can use to configure DHCP provisioning.

Parameter DeviceProvisionDHCPEnable config.xml

DLl It enables or disable DHCP option for acquiring auto provisioning server URL.

Permitted false - disable
Values true - enable

Default true

Web Ul Provision A Auto Provision
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Parameter DeviceProvisionDHCPCustomOption config.xml

DI It configures the IPv4 custom DHCP option for requesting provisioning server address.

Permitted Integer from 128-254
Values Multiple options are separated by 0 ; 0

Default Blank

Web Ul Provision A Auto Provision

Parameter DeviceProvisionDHCPCustomOptionIPv6 config.xml

DSl It configures the IPv6 custom DHCP option for requesting provisioning server address.

Permitted Integer from 135-65535, except 143
VEES Multiple options are separated by 0 ; 0

Default Blank

Web Ul Provision A Auto Provision

3.8.3 Static Provisioning Configuration
Users can manually configure the server address via phone user interface or web user interface.

1 Configure the auto provisioning URL on phone user interface by path: Menu A Advanced Setting
(default password: 123456) A Auto Provision

r;

Auto Provision

URL BAK

Username

Password

1 Configure the auto provisioning URL via the Web Ul path: Provision A Auto Provision
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ﬂszi!-Lu(Ent@ Web Based Management|M5 Using default password. Ple
= Auto Provision
Stafus
Version Auto Provision
Accounts DHCP Provision [ ONE]
IPv4 Custom Option: @
Network
IPv6& Custom Option: @
= Account
PnP Provision: () @
Network
DM URL @
E Provision
Backup DM URL. @
Auto Provision
Username: @
DS Password  esssse @
FIET2ETS Polling By Interval
Settings Polling Timeout(Second): 86400
:= Features Polling By Weekdays
1 Configure the auto provisioning URL by parameters.
The following table lists the parameters you can use to configure Static provisioning
DeviceProvisionServerUrl config.xml
It configures the DM URL.
Permitted Strinas
Values g
Default Blank
Web Ul Provision A Auto Provision
Phone Ul Menu A Advanced Setting (default password: 123456) A Auto Provision
DeviceProvisionBackupServerUrl config.xml
It configures the DM backup URL.
Permitted Strinas
Values g
Default Blank
Web Ul Provision A Auto Provision
Phone Ul Menu A Advanced Setting (default password: 123456) A Auto Provision
DeviceProvisionServerUsername config.xml
It configures the username used for http authentication.
Permitted Strinas
Values g
Default Blank
Web Ul Provision A Auto Provision
Phone Ul Menu A Advanced Setting (default password: 123456) A Auto Provision
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Parameter DeviceProvisionServerPassword config.xml

Description

It configures the password used for http authentication.

Permitted
Values

Strings

Default

Blank

Web UI

Provision A Auto Provision

Phone Ul

Menu A Advanced Setting (default password: 123456) A Auto Provision

3.8.4 Provisioning Polling Configuration

Users can configure the polling time so that the phone can download the configuration file periodically once
the time reached. Furthermore, the IP phone also allow users to define the phone downloading the

configuration files

weekly.

1 Configure the polling time via the Web Ul path: Provision A Auto Provision. The default value of
interval time is 86400 seconds.

Alcatel-Luc
Enterprise

Status
Version
Accounts
Network

& Account

Network

B Provision
Auto Provision
TRO69

Phone Keys

¥ Settings
Time&Date
Call Display
Audio
Display
Ringing
Dialing Rule

Phone Lock

ent @) Web Based Management | M5

DHCP Provision: () @
IPv4 Custom Option
IPv6 Custom Option.
PnP Provision: & &
DM URL:
Backup DM URL:
Usemame
Password:
Polling By Interval & e
Polling Timeout(Second): 86400
Polling By Weekdays: @ o
Polling Time: 02:00 - 06:00
Polling Day Of Week:

e

u

W

h

F

1 Configure the auto provisioning polling settings by parameters.

The following table lists the parameters you can use to configure polling mechanism.

DeviceProvisionPollingBylIntervalEnable

config.xml

Parameter

Description

It enables or disables configuration file polling periodly.

Permitted
Values

false - disable

true - enable

ALE M3-M5-M7-M8 DeskPhones Administrator Guide

40



Alcatel-Lucent @

Enterprise

Provision A Auto Provision
DeviceProvisionPollinginterval config.xml
It configures update process polling period. The unit is second.

P itted .

STMIEEE Numeric [60 i 86400]
Values

Default 86400

Web Ul Provision A Auto Provision
DeviceProvisionPollingByWeekdaysEnable config.xml

Description It enables or disables polling weekly.

Permitted false - disable
NEWIES true - enable

Menu A Advanced Setting (default password: 123456) A Auto Provision
DeviceProvisionPollingBeginTime config.xml
It configures polling begin time.

E—
Time from 00:00 to 23:59
Values

Provision A Auto Provision
DeviceProvisionPollingEndTime config.xml
It configures polling end time.

Permitted
Values

Default 06:00
Web Ul Provision A Auto Provision
DeviceProvisionPollingDayofWeek config.xml

It configures polling day of week.

Time from 00:00 to 23:59

Description o ] ) )
Note:1 t wor ks onl yDeivfi ctehPer owa Isuieo noPfolfl i ngBy W

0,1,2,3,4,5,6 or a combination of these digits
0 - Sunday

1 - Monday

Permitted 2 - Tuesday

Values 3 - Wednesday

4 - Thursday

5 - Friday

6 - Saturday
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Web Ul Provision A Auto Provision
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4. Firmware Upgrade

There are three methods of firmware upgrade:

1 Manually, from the local system for a single phone via web user interface.
1 Automatically, from the provisioning server for a batch of phones.
1 USB upgrade

4.1 Firmware

You can download the latest firmware online: https://www.aledevice.com/site/download

The M3/M5/M7/M8 DeskPhones share the same firmware. There are two files including in the package.
bin9000N is used for bootloader module upgrading. sip9000N is used for SIP module upgrading.

Generally, the two files should be uploaded to the phone at the same time for upgrading.
4.2 Firmware Upgrade Configuration

4.2.1 Firmware Upgrade from Provisioning Server with Configuration File

The following table lists the parameter you can use to upgrade firmware.

Parameter DeviceFirmwareUpgradeUrl config.xml

Description It configures the access URL of the firmware file.

Permitted

URL within 511 characters
Values

Default Blank

4.2.2 Firmware Upgrade via Web User Interface
Before upgrading firmware, you need to know the following:

1 Do not close and refresh the browser when the IP phone is upgrading firmware.
1 Do not unplug the network cables and power cables when the IP phone is upgrading firmware.

Firmware Upgrade
Features
Firmware Upgrade

Contact Manager
Upload Firmware(sip*): Salect

Maintenance

Upload Firmware(bin*):

Firmware Upgraue
Config File

EM
Reboot&Restore

Log Collection EM Upgrade(em~):
Certificate Management

Change Password

Security
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4.3 Firmware Upgrade via USB disk
Procedures:
1 Step 1: Prepare a USB disk in FAT32 format.
1 Step2:Create a folder and name it Aupgradeo

1 Step 3: Put the firmware binary files into upgrade folder.

Mame Date modified Type

. upgrade 5/21/2021 8:38 AM File folder

1 Step4:Pl ug USB disk into the phoneodsedtdffSB port when

=

Step 5: Power on the phone.

1 Step 6: During step 1 of initialization process , pressing fAi40+070+080+0*0

Release all keys until all the LEDs are lighting on.
1 Step 7: Phone will reboot and start upgrading process.
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5. Security Features

This chapter provides information about configuring the security features of the phone.

5.1 User and Administrator Identification

By default, some menu options are protected by different privilege levels: user and administrator. You can
also customize the access permission for the web user interface and phone user interface.

The ALE Myriad Series phones support access levels of admin, var and user.

When logging into the web user interface or accessing advanced settings on the phone, as an administrator,
you need an administrator password, then you will be able to access various menu options. The default

username and password for administrator is fAadmin/ 1234
i susfer/ usero. Both fiadministratoro and ddmisigratay wiltseaen | og i
all the user options. The default username and passwor

For security reasons,y o u 6 d chamge the default user or administrator password. Since advanced menu
options are strictly used by the administrator, users can configure them only if they have administrator
privileges.

5.1.1 User and Administrator Identification Configuration

The following table lists the parameters you can use to configure the user and administrator identification.

meter DeviceSecurityUserName config.xml

Description It configures the user name of the user.

Permitted

String within 32 characters
Values

Default user

Parameter DeviceSecurityVarName config.xml

DA It configures the user name of the var.

Permitted

String within 32 characters
Values

Default var

Parameter DeviceSecurityAdminName config.xml

LI It configures the user name of the admin.

Permitted

String within 32 characters
Values

Default admin

Parameter DeviceSecurityUserPwd config.xml

DL{oglolilelgM |t configures the password of the user

Permitted

String of 3 to 32 characters
Values

Default user

Parameter DeviceSecurityVarPwd config.xml

DLEglo)ile] M It configures the password of the var

>
>
m
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¢
<
o
z
3
<
(o]
O
[¢]
(2]
~
S
=5
(@]
>
[¢]
(%2
>
o
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2
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©
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P itted .
CHMITE String of 3 to 32 characters
Values

Default var

DeviceSecurityAdminPwd config.xml

It configures the password of the admin.

Permitted .
String of 4 to 32 characters
Values

Web Ul Maintenance A Change Password

Phone Ul Menu A Advanced Setting (default password: 123456) A Change Password

5.1.2 User Access Level Configuration

The following table lists the parameters you can use to configure the user access level.

Parameter DeviceUserAccessPermissionEnable config.xml

Description It enables or disables the 3-level access permissions (admin, var, user).

Permitted false - disable
Values true - enable

Parameter DeviceUserAccessPermissionUrl config.xml

It configures the access URL of the file, which defines 3-level access permissions.

Permi
L URL within 512 characters
Values

DeviceDefaultAccessLevel config.xml

Descrintion It configures the default access level to access the phone user interface.
P Note:l t wor ks only if fADeviceUser AccessPer m

: 0 - user
Permitted
Values 1-var
2 - admin

I -

5.1.3 Access Permissions Specification

Access permissions of all configuration items
interface can be defined in a fixed UserAccessPermission.xml file.

Each configuration item in the file is formatted as:
temName = X1X2

The valid values of X1, X2 include 0, 1, 2 and 3.

X1 is used for specifying the access level. The access levels: 2 = admin, 1 = var, 0 = user, 3 = none.

avali

X2 is used for defining the access permission. 2 means the configuration item is read-only for X1 and higher
access levels, the highest is always writable. 1 means the configuration item is read- only for X1 access level
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